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Kontponupyemas 30Ha

KondpuaeHnuansHOCTh

O06paboTka nepcoHaIbHbBIX
JAHHBIX

TEPMHMHDI U OIIPEJAEJIEHUSA

JeiicTBus 1O TpoBepKe MOATUHHOCTH CyOBEKTa JocTyma
B WH(OPMAITMOHHOH cucTeMe

CocrosiHME  3alIMINIEHHOCTH HWHQPOpPMAIMH, TPU KOTOPOM
o0ecrieueHbl €€  KOH(UIEHIMAIBbHOCTb,  JIOCTYIMHOCTH
U IIEJIOCTHOCTb

WNudpopmanronnas cucrema, cozaBaeMas B LEISIX pealn3aluu
MOJTHOMOYHI roCyIapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa UWHPOpMaLUel MeXIy ASTHUMHU
OpraHamH, a TaKK€ B MHBIX YCTAaHOBJCHHBIX (henepansbHbIMU
3aKOHAMU TENIX

Bo3mokHOCTh MONTyueHust “HGOPMAIMK U €€ UCIOIb30BAHUS
CocrossHue HWHPOpPMAIMK, XapaKTEPU3yeMOe CITIOCOOHOCTHIO
TEXHUYECKUX CPEICTB U HMHGPOPMAIMOHHBIX TEXHOIOTHi
obecrieunBaTh OECHPENATCTBEHHBIH J0CTyNn K HH(OopManuu
CyOBEKTOB, UMEIOIIMX Ha 3TO MOJTHOMOYHS

3amuTta wuH(OpManuy, HampaBieHHas Ha MPeAOTBpalleHUE
NOJTY4YeHUsl 3alluiiaeMod HMHQPOpPMaLUU 3auHTEPECOBAHHBIMU
CyObeKTaMH C HapyLICHWEM YCTAHOBIJIEHHBIX HOPMAaTHBHBIMU
W TIPAaBOBBIMH JOKYMEHTaMHU (aKTaMW) WJIH 00JaaaTesiMu
uH(boOpMaIMU TpaB WM TPaBWI pasTpaHUUYEHUS JOCTyMa
K 3alUIIaeMoi HHpOpMaIiH

Nudopmanus, sBISIOmAscS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeXAlllas 3alldTe B COOTBETCTBUU C TPEeOOBAHUSIMHU
MPABOBBIX JTOKYMEHTOB W TpeOOBaHUIMH,
yCTaHaBJIMBAEMBIMU COOCTBEHHUKOM HUH(POPMAILIUH
[TpucBoenue cy0ObekTaM U 00bEKTaM J0CTYIa UACHTUPHUKATOPA
U (MIM) CpaBHEHHE TPEeNbSIBIIEMOro HUACHTU(UKATOPA
C TepeyHeM MPUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepxaiieiics B 6a3zax JaHHBIX HHGOpMAIUH
u obecrieynBarOIMX  ee  00paboTKy  MH(OPMAITMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenbHBIE TOKYMEHTHI U OT/EIbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBl M MAacCHUBBl  JIOKYMEHTOB, COJep Kaluecs
B UHPOPMAITMOHHBIX ~ cucTeMax  (OMOIMOTEeKax, apXuBax,
dbonmax, 6aHKax JaHHBIX, HHGOPMAIIMOHHBIX CUCTEMAX JIPYTUX
BHJIOB)

[Ipomecchl, MeTonasl mMowcKa, cOopa, XpaHEHHUs, O00pabOTKH,
IpEIOCTaBICHUS, PAcpOCTpaHeHUsT UH(GOPMAIUU U CIIOCOOBI
OCYILIECTBIICHUS TAKKX MPOIECCOB U METO/IOB

Ceenenus (cooOmieHws, JTAaHHBIC) HE3aBUCHUMO
oT ()OpMBI UX IIPEJICTABICHUS

[IpoctpanctBo  (TeppuTOopHsi, 30aHUE, YacTh  3IaHUS),
B KOTOPOM HCKIIFOUEHO HEKOHTPOJIHpyeMoe MpeObIBaHUE JIHII,
HE WMEIOIMUX IIOCTOSHHOTO WJIM  Pa30BOTO  JIOMYCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

Ob6s3arenbHOE 111 BBITOTHEHHS JTUIIOM, TOJIYYUBLIUM JIOCTYII
K OompeaeslieHHOM HH(opManuu, TpeOOoBaHUE HE IepeaaBaTh
Takylo WH(pOpMalWi0 TpeThUM JHIAM 0e3  Ccorjacus
ee obnanaTens

JleiicTBus (orepanuu) ¢ MepCOHATBHBIMU JTAHHBIMHU, BKITFOUYAs
cOop, cUcTeMaTu3alMio, HaKOIUICHHE, XpaHEHHE, YTOYHEHUE



Omnepatop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMAIUn

Y a3BUMOCTE

IlenocTHOCTD

(oOHOBIEHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACTIPOCTPAHEHUE
(BTOM uymcne mepenady), oOe3TMYMBaHHE, OJOKHUPOBAHUE,
YHUYTOKEHUE NEPCOHATBHBIX JAHHBIX

FPaXAAHUH WIM IOPUAWYECKOE JIMLO, OCYIIECTBIIAIOIINE
NEeSTeNbHOCTh MO JKCIUTyaTallud WH(POPMAIIMOHHON CHCTEMBI,
B TOM uucie 1Mo obOpaboTke wWHGOpMAIH, COIEpKaIIeHcs
B ee 0azax JaHHBIX

Jlrobast uHOpMaIUs, OTHOCAIIASACA K TMPSMO WIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNiensieMoMy (GU3NUECKOMY JIHILY
COBOKYMHOCTh ~ YCIIOBHH W (PaKTOpOB,  CO3JAFOIIUX
MOTEHIUATbHYIO W peaibHO CYILECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c yTEUKOH uHpopmanun
W/WIIM HECAHKIIMOHUPOBAHHBIMHA HI/MJTM  HETIpeTHAMEPEHHBIMH
BO3JECHCTBUIMH Ha HEE

HenocraTox (cmabocth) IPOrpPaMMHOT O
(TIporpaMMHO-TEXHHYECKOT'0) CPEACTBA MIIM MHPOPMALIMOHHON
CUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
UCMOJIb30BaHa I peaju3aluu  yrpo3  0e30macHOCTH
UHpOpMaITUN

YceroitunBocth  MHGOpMAMKM K HECAHKIIMOHUPOBAHHOMY
WIH CTy4aifHOMY BO3/ICHCTBHIO Ha Hee B Mpolecce oopaboTku
TEXHUYECKUMHU CPEJICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOXKET
ObITh YHUUTOXKEHHE U UCKaXKEHHE HH(pOpMaLuu
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1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B obmactu ofOecrieueHuss WHGPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  CcoOOMU
CHCTEMAaTH3UPOBAHHOE U3JIOKEHHE LIeIel U 3a/1a4 MHPOPMAITMOHHONW 0€30MacHOCTH, KaK OHO WU
HECKOJIbKO MPAaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykoBoactByercst Illkoma, a TakKe OpPraHMW3alMOHHBIX, TEXHOJOTHYECKUX U TPOLEIYPHBIX
acmeKToB obecrieueHus1 HHOPMAITMOHHON 0€30MacHOCTH.

[Monoxxenus  Hacrosmei  [lomuTuku He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
MH(POPMALMOHHON 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOUM 3amadeii B oOmactu wHPopmanmoHHOW Oe3omacHocTn Illkoma mpu3HaeT
COBEPIICHCTBOBAHME MEp M CpPEACTB oOecmedeHus 3amuThl HHpopManuu UHGOPMAIMOHHBIX
pecypcoB IlIkonsl B KOHTEKCTE pa3BUTHs 3akoHozarenbcTBa Pocculiickon denepanuu U HOpM
perynupoBanus HWHG)OPMALMOHHON NEATETbHOCTH B TEKYHIMX YCIOBUAX (PYHKIIMOHUPOBAHHS
WH(POPMAITTOHHOTO TIOJIS.

[Tpu pa3paborke [TonUTHKKM yUYUTHIBAIMCH OCHOBHBIC MPUHIIUIBI CO3/IaHUS CHCTEM 3alUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-MPOrPaMMHBIX CPEJCTB 3aIIUThl HHPOPMAILIUH.

B pamkax cBoeit nesrenbHocTd Illkona o6si3yercst mpeAnpruHUMAaTh BCE BO3MOXKHBIE MEpPbI
JUTS 3aIIUTHI UHPOPMALIUU OT YIpo3 0€30macHOCTH HH(POPMAITHH.

TpeboBanus wHPOPMAIMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IIEJISAM JEATEIHHOCTH
[Ikonbl U peAHa3HAUCHBI 17151 CHUKEHHS PUCKOB, CBSI3aHHBIX C peanu3alieil yrpo3 6e30macHOCTH
uH(pOpPMaLIUH.

[Monutrka nocTynmHa BceM padoTHHKaM [LIKoib! 1 BceM MOIb30BaTEINSIM €r0 PECYPCOB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA THO®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexTbl HHPOPMALMOHHBIX OTHOLICHHIT
CybObexramu nipu obecrieueHnr nHpopmamoHHoi 0e3onacHoctu B [lIkone sBistoTes:
e  paOOTHUKHU CTPYKTYPHBIX MOApa3AeICHUN (B TOM YHCIIE YBOJICHHBIE);
e  TrpaxjaHe, pabOTAIOLIME 10 T0rOBOpaM I'PaXk1aHCKO-IIPaBOBOI'O XapaKTepa;
e  (usnMUeCKue IUIIa, TPEICTABUTENIN KOHTPAr€HTOB B paMKaX UCIIOTHEHHS JOTOBOPHBIX
00513aTEILCTB;
dbuzmveckue nuia, nogasiue oopamnierue B aapec [Ikomsr,
IOPUIMYECKUE JIMIA, B paMKaxX HCIIOJIHEHUS JIOTOBOPHBIX 00s3aTeNbCTB WIH BO
WCTIOJIHEHUH TpeOOBaHUM CO CTOPOHBI 3aKOHOIaTeNbCTBA Poccuiickoit denepannu;
®  OpraHbl FOCYAapCTBEHHOW BIACTH.
O0bexThl HHPOPMANMOHHBIX OTHOIIIEH Ui
O6bexkTaMu HH(OPMALIMOHHBIX OTHOLIEHUISBIISIOTCS:
e nH(popMmanroHHbIe pecypchl LIKkonsbr,
® rocyfapCcTBEHHbIE HH(MOpMaLMOHHbIE CcHUCTeMbl OmeparopoM KOTOPBIX SIBIISETCA
Ixona;
e rporieccbl  00paboTKM  WHpOpMauu B WHGPOPMAUMOHHBIX cucremax LIIkoumsl,
WH(POpPMAIIMOHHBIE TEXHOJIOTHUH, PErJaMEHThl M TPOIEAyphl cOopa, 00paboTKH,
XpaHeHus U nepeaadu nHhopMaIiy;
e nHhopManMOHHAss WHPPACTPYKTYpa, BKIOYAIONIAsl CHUCTEMBI OOpaOOTKH, XpaHEHUs
U aHanu3a uHpopMalluy, IporpaMMHbBIE U MPOrpaMMHO-aNapaTHbIe CPEeACTBA, B TOM
YHClie KaHANIBI CBSI3H U TEIEKOMMYHHKAIUH;
e cUCTEMBbl M CpEACTBa 3aUIUThl HWH(OpMalUUH, OOBEKTHI M MOMELIECHHUS, B KOTOPBIX
pa3MeIeHbl cpeicTBa 00paboTKU HH(POPMAIIUH.
enu o0ecneyeHust HHGpOPMALIUOHHON 0€30NACHOCTH
OcHOBHOII 11eBI0 00ecTieueHust HPopMaImoHHo# 6e3onacHocTH LlIkomna SBIASIOTCS ACHCTBHS
HarpaBJIEHHbIE Ha JOCTH)KEHUE 3alUThl CyObEKTOB MH()OPMAIIMOHHBIX OTHOIIEHUN OT BO3MOYKHOTO



HaHECEHHUs] UM MaTepuaibHOro, (QU3NYECKOro, MOPAIbHOIO WJIM HHOro yiepOa, MOCpeICTBOM

ciyyaifHoro WIn IpeHAMEPEHHOT0 BO3/IEHCTBHUS Ha UH(pOpMaIHIO,
B TOM YHCIIE:
e ObGecrnieueHus OTKa30yCTOWYMBOIO (GYHKIIMOHUPOBAHUS IIPOrPaMMHBIX

" afmapaTHo-IporpaMMHbBIX CPCACTB Ixomb! u MpeaOCTaABIACMBIX CCPBUCOB;

L4 CO6HIO}ICHI/15[ IpaBOBOro pexumMa HCIIOJIb30BAaHUA MACCHUBOB H CPCIACTB O6pa6OTKI/I

nH(pOpMaITUH;

® [IPEIOTBPAICHHS pean3aluy yrpo3 0e30macHOCTH MH(OpMAIMK MPH OCYIIECTBICHUN

nearenbHoctd 1Ko

3apaum odecnieyeHnst HHGOPMAITMOHHOM 0€30MaCHOCTH
Jloctmxenue nener obecrieueHUs MHPOPMAITMOHHOW O€30MacHOCTH CBOMCTB HH(OpMaIuu,
[[Ixonbl pemaercs cleayonuMy 3a1a4aMu

3aIlUTHI OT HECAHKIIMOHUPOBAHHOT'O JOCTYIA K HHPOPMAIIMOHHBIM PeCypcam;

pasrpaHWyeHHs] JOCTyna TMojib3oBaTeNed K HMH(DOPMALMOHHBIM, allapaTHbBIM,
MPOrpaMMHBIM M UHBIM PECYpCaM;

perucTpauv M MNEPUOJUYECKOrO0 KOHTPOJISI JEHCTBUU TOJB30BATENEH MPHU
o0paboTke 3amuinaeMoil nHGOpMaluy U NEPUOANYECKIIT KOHTPOJIb KOPPEKTHOCTH HX
JICHCTBU;

KOHTpPOJISL LIEJIOCTHOCTH CpeAbl MCHOJHEHHS IMPOrpaMM M €€ BOCCTaHOBJICHHE B
clly4yae HapyuleHUs,

obecricueHusl ayTeHTU(DHUKAIMK ¥ WACHTU(UKAIMKA IOJE30BATEIICH, YIaCTBYIOIIHX
B HH(GOPMAITUOHHOM OOMEHE;

oOecrieueHusT HCIPABHOCTH TPUMEHSEMBIX B HH(DOPMAIMOHHBIX CHCTEMax
kol cpeacTB 3alUThl HHPOPMAIIIH;

CBOEBPEMEHHOTO BBISBICHHE MCTOUYHUKOB YIrpo3 0e30MacHOCTH UH(pOpMaIuy,
PUYNH
¥ YCIIOBHH, CIOCOOCTBYIOIIMX HAHECEHHWIO YIIepOa 3aMHTEPECOBAHHBIM CYOhEKTam
MH(OPMAIMOHHBIX OTHOIICHHUIA;

CO3JIaHUEM YCJIOBHH JUIsi MUHUMHU3AIIMM HAHOCUMOTO yIiiepOa HernpaBOMEpPHBIMHU
NEUCTBUSIMHM, M  yCTpaHEHHE  TIOCIEACTBUNA  HapylmeHuss  HH(OpMalUOHHON
6e3onacHoctu B llIkore.

Pemenne BeimenepeunciaeHHbix 3a1a4 B [koie ocymecTBisieTcst 1OCpeaCTBOM:

yueTa Bcex MOUIeKaIUX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

periaMeHTaluu TpoueccoB 00padOTKM WHGPOpPMALUHU, JEHCTBUH pPaOOTHHKOB
IIkomel, OCYHIECTBISIFOIIMX  DKCIUTyaTal[MI0  MPOTPAMMHBIX W TPOrpPaMMHO-
anmapaTHbIX CpPEACTB, Ha OCHOBE YTBEPKIACHHBIX OpraHu3aIMOHHO-
pacropsiAUTENbHBIX JOKYMEHTOB I10 3aIUTe WHPOPMAIIHH;

Ha3HAUYE€HUEM U TOATOTOBKOW pPaOOTHUKOB, OTBETCTBEHHBIX 3a OpPraHMU3ALUI0 U
OCYILIECTBIICHUE MEPONPUATUH 1O oOecredeHn0 MHGOPMAIIMOHHOW 0e30MacHOCTH B
[Ikoxne;

Ha/IeIEHUs KaX/10ro pabOTHIUKAa MUHUMAJIbHO HEOOXOJMMBIMH IIpaBaMu Ipu padore
B MH(OPMALIMOHHOW HHPPACTPYKTYPE COINIACHO UX JOJKHOCTHBIM O0s13aHHOCTSIM;

COOJIIOZICHNUs BCEMH DPAOOTHUKAMH, HSKCILUTyaTHPYIOIIMMHU U  OOCIIYKHBAIOUIMMU
IpOrpaMMHBIE M MPOrpaMMHO-AIIapaTHbIE CPeICTBA, TPEOOBAHUN OpraHMU3aLMOHHO-
pacropsiAUTENbHBIX JOKYMEHTOB IO BOMpocaM oOecredeHuss HH(pOpMaImOHHON
0e30MacHOCTH;

MEPCOHANIBHOM OTBETCTBEHHOCTBIO KaXKJIOr0 pabOTHHKAa 3a CBOM JIEHCTBHA,
YYacTBYIOIIETO B paMKaX CBOMX (YHKUHMOHAJIbHBIX OO0sI3aHHOCTEH B Ipoleccax
aBTOMAaTU3MPOBAHHOW 00pabOTKM MHGOpPMALMM M MMEIOLIEro JOCTYNl K pecypcam
MH(POPMALIMOHHBIX CHCTEM;

peaiimzanyell  TEXHOJOTMYECKMX  IpoLeccoB  00paboTku  uHpopManuum ¢



WCIIOJIb30BAaHUEM  KOMIUICKCOB  OpPTaHU3AIlMOHHO-TEXHUYECKUX  MEp  3allUThI
MIPOrPaMMHOTr0 OOeCTIeueHusl, MPOrpaMMHO-aNapaTHBIX CPEJICTB,;

° OPUHATHS MEp 10 OOECHeYeHUI0 (PU3NYCCKOW IIETTOCTHOCTH  IPOTPaAMMHO-
anmapaTHBIX CPEACTB MH(POPMAIMOHHBIX CHUCTEM W TOJICpKaHUEM HEOO0XOIMMOro
YPOBHSI 3alIUIIIEHHOCTH KOMIIOHEHTOB;

J WCTIONB30BAaHMUS MPOTPAMMHBIX M MPOTPaMMHO-AIMApaTHBIX CPEICTB  3aIIHUTHI
uHpopmanmu  pecypcoB  IlIkombl ¥ aJAMUHUCTPATHBHON  MOJICPKKOH  UX
WCIIOIb30BaHUS,

. KOHTPOJISI COOJIOZIEHUS TOJIh30BaTEIsIMH WH(OPMAIMOHHBIX CHUCTEM TpeOOBaHMIA
o obecreyeHno NHGOPMAIIMOHHOM 0€30MacHOCTH;

. MpoBeICHUST aHanmn3a YPQPEKTUBHOCTH NPUHATHIX MEp 3alIUThl WHPOpPMAMH W

MIPUMEHSEMBIX CPeJCTB 3alMThl HH(popMmanuu B [lkomna.
3 TNPUHIMUIIBI OBECIIEYEHUSA WH®OPMAIIMOHHOMN BE3OIIACHOCTHA

ObGecnieuenre MHGOPMAIIMOHHONW 0€30MaCHOCTH, JOHKHO OCYIIECTBISITHCS B COOTBETCTBUU
CO CJIEIIOIIMMU OCHOBHBIMH MPUHIUIIAMHU:

IpuHIMI 3aKOHHOCTH

[Tpu BBIOOpE MepoNpHUATHH 1O 3amuTe WHPOPMALMH, TOJDKHO COONI0OIAThCs NIEHCTBYIOMIEE
3aKO0HO1aTeNbCTBO Poccuiickoit denepannu B chepe 3auuThl HHPOPMAIIUH.

Bce paOOTHHKHM JODKHBI UMETh MPEACTaBICHHE 00 OTBETCTBEHHOCTH 32 MPABOHAPYIICHHS
B cdepe 3ammutel uHpopmarmu. [IporpamMHo-anmapaTHble cpencTBa, npumeHsiemsie B Ilkore,
JOJKHBI UMETh COOTBETCTBYIOLME JHUIEH3UH, OPHUIMAIbHO MpUOOpeTaTbhcs y MpeacTaBUTenen
pa3pabOTYUKOB ITHX CPEJCTB WIIU SBISATHCS HHTEIUIEKTYAIbHON cOOCTBEHHOCTHIO [1IKOMBI.

IpuHIMD CUCTEMHOCTH:

[Ipu cozmanum cUCTEMBbI 3alUTHI JOKHBI YYUTHIBATHCS aKTyaJbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOpMaINH, BO3MOKHBIE OOBEKTHl M HAMpaBICHHUsS aTak HAa HEE CO CTOPOHBI HapYIIUTEINEH.
Cuctema 3amuTBHl JIOJDKHA CTPOUTBCS C YYETOM HE TOJNBKO HM3BECTHBIX KaHAJIOB YTEUKU
nH(pOpMaIMK, HO M C YYSTOM BO3MOXKHOCTH TIOSIBJICHHSI HOBBIX YSI3BUMOCTEH B TPOTPaAMMHOM
o0ecreueHunu.

IpuHIMN KOOPAMHAIMM:

[Tpu mocTpoeHny, BHEAPEHUHN U AKCIUTyaTallMd CUCTEMBI 3alUThl HH(OPMAIIMHA PYKOBOJICTBO
Ikonbl obecrieunBaeT yciuoBus A S()PEeKTHBHOM KOOpAMHALMU JEUCTBUUA BCEX JIHIL,
o0ecrneunBarIUX HHPOPMAIIMOHHYIO 0€30M1aCHOCTb.

IpuHIHMN CBOEBPEMEHHOCTH

Pa3paboTrka cuctembl 3amMThl UHQOPMALIMK JOHKHA BECTUCH MAapaJlIeNbHO C pa3paboTKoi
U UHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJMT  y4decTb TpeOoBaHUS  0O€30MacHOCTH
IpH TPOCKTUPOBAHMHM AapXUTEKTYyphl M, B KOHEYHOM cueTe, co3larh Oonee 3PQPeKTHBHBIE
HH(}OpMaIMOHHBIE CUCTEMBI, 00J1aal0IIKe JOCTaTOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

IpuHUIMN NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHME MEpP M CPEACTB 3allUThl HH(pOpMAMM Ha OCHOBE
MIPEEeMCTBEHHOCTH OpPraHU3allMOHHBIX W TEXHUYECKUX pEIIeHUM, KaJpOBOr0 COCTaBa, aHalIM3a
(GyHKIIMOHUPOBaHUST WH(GOPMAIIMOHHBIX CHCTEM U CHCTEMBI €€ 3alllUThl C Y4eTOM H3MEHEHUI
B METOJaxX M CpEACTBaX IepexBaTa HWHQPOpPMAIMH, HOPMATUBHBIX TPEOOBAaHWHI MO 3amIuTe
nH(poOpMaIuu.

IMpyuHIMI 10CTATOYHOCTH:

CooTBeTcTBUE YPOBHA 3aTpar Ha odecrieueHne nH(OPMAIIMOHHON 0€30MaCHOCTH M IIEHHOCTH
WH(POPMALIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOTO yiiepda OT UuX pasriamieHHus,
YHUUTOXKEHUSI U UCKaKeHUs. Vcrmonap3yemble MEphI M CPEeICTBA 3alllUThl HH(OPMALIUK HE JOJKHBI
YXY/IIaTh 3PTrOHOMHYECKUE TOKA3aTeIM KOMIIOHEHTOB HH()OPMAITHOHHBIX CUCTEM.

IIpuHOHMN OTBETCTBEHHOCTH

BosznoxxeHue oTBETCTBEHHOCTH 3a oOecrieueHue 0e30macHocTH nHGopMaIuu u ee 00padoTKu
Ha KaXJa0oro pabOTHHWKA B Mpeleinax ero MOJHOMOYHA. B COOTBETCTBHHM C STUM MPUHITUTIOM



pacmpeieneHde npaB U O0S3aHHOCTEH PAOOTHUKOB CTPOMTCS TaKMM 0Opa3oM, 4TOOBI B Ciydae
JT1000r0 HApyIICHUs ObLT U3BECTEH HAPYIIUTENb.

IpuHuMND 000CHOBAHHOCTH U TEXHMYECKOH pean3yeMoCTH

NudopmarimorHble TEXHOIOTHH, TPOrPaMMHBIC M ITPOIPaMMHO-aNTapaTHbIC CPEJICTBA, MEPHI
3amuThl UHGOPMAIUU JIOJIKHBI OBITh pEaM30BaHbl MO COBPEMEHHBIM PEIIEHUSM, O00OCHOBAHBI
C TOYKU 3pEHHSI TOCTH)KEHHUS 33JJaHHOTO YPOBHS 3alIUIIEHHOCTH WH(POPMAIUU U IKOHOMUYECKON
[eIecO00pPa3HOCTH, a TaKXKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM U  TpeOOBaHUSM
1o 6e30MmacHOCTH HH(pOpPMAITUH.

IpuHuun npogeccHoHaIU3MA:

Peammzanus Mep 3ammuThl MHPOPMALMK W IKCIUTyaTalusl CPEACTB 3aIIUTHl MH(OpMaIim
JIOJ>KHA OCYIIECTBIATHCS PO(ECCHOHATBHBIMY CIIEIUATNCTAMU.

[IpuBieueHue cnenuan3upPOBAaHHBIX OPTAHU3AINKA K pa3paboTKe CPEICTB U peaan3aluu Mep
3aMUThl HHPOPMAIIMH, TOATOTOBJICHHBIX K KOHKPETHOMY BHY JCSITEIBLHOCTH IO OOCCIICYCHHIO
0e30rmacHOCTH MH(POPMAILIMOHHBIX PECYPCOB, UMEIOIIMX OMbBIT MPAKTHUECKON padOThl U JIMLEH3UH
Ha TIPaBO OKa3aHUs yCIYT B 3TOM 00IacTH.

IpuHIMT MUHUMHA3AIUN TPUBHJIETHI MOJIb30BaTeEIel

ObecrieyeHre noab30BaTENEH MPUBHIETUSIMI MUHUMAIIBHO JOCTaTOYHBIMU JJIsl BBIITOJIHEHUS
VMU CBOUX JIOJDKHOCTHBIX 00s3aHHOCTEH.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINUTE HHO®OPMALIMHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl MHGOPMAIMU JODKHA TPEIyCMAaTPUBATh KOMILIEKC OpraHU3allMOHHBIX,
MPOrpaMMHBIX U MPOTrPaMMHO-ANIAPATHRIX CPEJCTB U MEp MO 3amuTe WHpOpMaluu B mpolecce
ee 00paboTKH.

BrinonHenune TpeOOBaHUN JOCTUTAETCA 32 CUET pean3ali Ha 00beKTax MH(POpMaTH3AIUU
Mep 10 3aIuTe HHPOpMaIuH:

eyIcHTU(UKAIIMY U ayTeHTU(PHUKAIMNA CYOBEKTOB JIOCTYIA U OOBEKTOB JOCTYIIA;

®YIIPABJICHUIO JJOCTYIIOM CYOBEKTOB JI0CTYyINa K 00BbEKTaM JOCTYIa;

®OTrpaHHYCHHIO POTPAMMHOM CPEJIBI;

®3aIIMTE MAIIMHHBIX HOCUTENEH epCOHAIBHBIX JIaHHBIX;

®AQHTUBHMPYCHOH 3aILNTE;

®KOHTPOJIIO (aHAIM3Y) 3AILUIIEHHOCTH EPCOHATIBHBIX JAaHHBIX;

©00€ECIeUeHUIO0 LIEIOCTHOCTH NH(OPMAILIMOHHON CHUCTEMBI U IEPCOHAIBHBIX JaHHbIX;

©00€CTeUeHUIO JOCTYIMHOCTH MEPCOHATBHBIX JIaHHBIX;

®3aIIUTHl TEXHUUECKUX CPEJICTB;

®3alUTHl THPOPMAIIMOHHOM CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Nepeaun JaHHbIX;

®BBLISIBJICHUIO MHITUICHTOB U pearnpoBaHue Ha HUX;

eYIIPaBJICHUIO KOH(pUTryparueit nHHOPMAIIHOHHOM CUCTEMbI U CUCTEMBI 3aIllUThI IEPCOHATBHBIX
JTAHHBIX.

[kona, kak oOmagarens HHPOPMALMK OTPAHUYSHHOT O AOCTYIA, P OCYIIECTBICHHH CBOUX

npaB 00si3aHa.:
eCOOMIOAATh MPaBa M 3aKOHHBIE HHTEPECHI MHBIX JIUIL;
®IIPUHUMATh HEOOXOAMMBIE MEPHI 110 3alIUTe HH(POpMALINH;
®OrpaHMYUBaTh JOCTYH K HH(pOpMalMM, eciau Takas OOsf3aHHOCTh  YCTaHOBJIEHA
3aKOHO1aTeNnbCTBOM Poccuiickon @enepanuu.

B Tom uncne lllkona, BripaBe eciivi HHOE HE MTPEAYCMOTPEHO 3aKOHOAATEIHLCTBOM Poccuiickon
denepanuu:

ePa3pemniate WM OrPaHUYMBATH JOCTYN K WH()OPMALMH, OIPEACISTh TOPSIOK U YCIOBUS
TaKOro J0CTYIIa;

JICIIONB30BaTh HH(POPMALIMIO, B TOM YHUCIIE PACTIPOCTPAHATH €€, IO CBOEMY YCMOTPEHHIO;

eriepesiaBaTh MH(QOPMAIMIO JAPYrUM JIMIaM Ha YCTAaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoi ®@enepanny OCHOBaHUY,



®3aMIMIIATh YCTAHOBJICHHBIMU 3aKOHOJATENbcTBOM Poccuiickoit @enepanuu crocobamu
CBOM IIpaBa B Cly4yae HE3aKOHHOI'O MOJy4YeHHs HMH(GOpMAIMM WM €€ HE3aKOHHOIO
WCTIOJIb30BAaHMS MHBIMHU JIUIIAMHU;

®OCYIIECTBIIATh MHBIE ACUCTBUS ¢ MHPOpPMALMEe UK pa3peniaTh OCYIIECTBICHHE TaKUX
JeUCTBUH, €Cli ATU ACUCTBHUS HE MPOTUBOpeuaT (erepasbHbIM 3aKOHAM U JIPYTUM
HOPMaTUBHO-NIPABOBbIM akTaM Pocculickoit @enepanum.

3amuTta MHQOPMALMKM OTPAHUYEHHOTO JOCTyNa MPEACTaBiseT CcoO0OW MIpHUHSITHE
OpraHU3alMOHHBIX U TEXHUUYECKHX MEp, HAallPaBJICHHbIX Ha!

ecoOIOicHNe KOH(PHICHIMATHHOCTH WH(GOpManuKu (UCKIIOUYEHHE HENPaBOMEPHOTO
JOCTYIa, KOMUPOBAHUS, MPEAOCTABICHHS WM PACIIPOCTPAHEHU HHPOPMALIUHN);

eo0OecrieueHue 1eOCTHOCTH HH(popMaIiy (MCKIIIOYSHHE HEMPABOMEPHOTO  YHUUTOKEHUS
iy Mo uIMpoBanus HHMOPMAITUN);

epeaM3allMio IpaBa Ha JOCTYN K uHH(popManuu (MCKIIOYCHHE HEIPaBOMEPHOIO
Os0KupoBaHuUs MH(OpMAIUN).

CpencrBa 3amuThl MHGOOPMAIMU BHEAPSIOTCS MO pe3yabTaTaMm IMPOBEJCHHS OLIEHKH PHCKOB
MH(pOPMALMOHHON 0€30MaCHOCTH.

Opranusanus 3amMThl HHPOPMALUH

[Ipn opranmzanuu B Illkone 3ammrtbl MHOpPMALMK, IOKHBI BBIIOIHATHCS TpeOOBaHUS
@enepanibHoro 3akoHa oT 27.07.2006 Nel49-®3 «O6 wundopmaruy, HHPOPMALMOHHBIX
TEXHOJOTHSIX W O 3amuTe HH(OpMAIMU», KOTOPBIE PETYIHPYIOT OTHOIIEHUS, CBS3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHUEM U TIPEKPAIICHUEM peKruMa 00paOOTKH 3aIuIaeMoi HH(OpMAIIHH.
B Tom uymcne tpebGoBaHus O 3amuTe MHPOPMAIMK, HE COCTABIAIOIICH TOCYJapCTBEHHYIO TaliHY,
cojZiep)Kalieiics B TOCYIapCTBEHHBIX HMH(POPMAIIMOHHBIX CHCTEMaX YTBEP)KICHHbBIE MPHUKAa30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxkaeHun TpeOOBaHUN O 3amuTe WHGOPMAIUH,
HE  COCTaBIAIOIIEH  TOCYZapCTBEHHYIO  TallHy, cojepxaileics B  TOCYAapCTBEHHBIX
MH(POPMALMOHHBIX CHUCTEMax» JUIl TOCYAAPCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEM IO KOTOPBIM
[lxona siBnsiercs OmepaTopom.

B IlIxone moMuMo peanu3aiiy OCHOBHBIX MEp 3alllUThl HHPOPMALIUU OCYIIECTBIISCTCS

eyHpopMupoBaHHe, OOy4yeHHME W  MOBBIIIEHHWE  KBaIM(UKAIUU  PaOOTHHKOB
[lxona B chepe nupopmMamoHHOM O€30MACHOCTH;
eMETOIMYECKas IOMOIIb pPAaOOTHUKAM B BoOIpocax obecrieyeHus WHGPOPMALUOHHOM
0e30MacHOCTH;
®aHAJIM3 U MTOUCK BO3MOXKHOCTEH MO MOBBIIICHUIO YPOBHS 3aIIUIIEHHOCTH WH(OpMAIUH.
Jlnist opraHu3anuu 3amuThl nHGopMauy, [lkona BnpaBe NpUMEHSITh CPEACTBA U METOIbI
TEXHUYECKOM 3allUThl, TPEANPUHAMATh JPyrue, HE NPOTUBOpPEYAIINE 3aKOHOIATEIHCTBY
Poccuiickoii denepanyiu Mephl.

B pamkax obecrieuenus 3amuThl HHGOPMAIMH, B PAMKaxX TPYAOBBIX OTHOLICHUN HEOOXOAUMO
03HAaKOMUTb TIOJ] POCIIHCH PaOOTHHUKOB, JOCTYI KOTOPBIX K MHPOPMAIIUU OTPaHUIEHHOTO JTOCTYIIA,
HEOOXOUM JUIsl BHIITOJIHEHUSI UMH CBOUX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(opManuu
OIpaHMYEHHOr0 10CTYIa, U NpUHATHIMU B LlIkone Mepamu 3auTsl HHGOpMAIIH.

Oco0eHHOCTH 3aIUTHI NEPCOHATbHBIX JAHHBIX:

[Ipn opranuzanuu oOpaOOTKM MEPCOHANBHBIX JAHHBIX HEOOXOIUMO PYKOBOJICTBOBATHCS
TpeOOBaHUAMHU denepaabHOro 3aKOHa oT 27.07.2006 Nel52-03
«O mepCOHANBHBIX TAHHBIXY.

[lepeuenr Mep, BBHINOIHEHHE KOTOpBHIX obOecreunBaeT lllkoma B kauyecTBe omeparopa
MEPCOHANBHBIX IaHHBIX, JOJDKEH BKIIOYATh:

enasHaueHne B llIkoie OTBETCTBEHHOr0 3a OpPraHM3aNHI0 OOPAOOTKH MEPCOHATBHBIX
JTAHHBIX;

®pa3paboOTKy JOKYMEHTOB, OIPEACISIONMX TMpaBWiIa B OTHOIICHHH OOpabOTKU
MEPCOHANBHBIX NaHHBIX B [lIKkojie, JOKaJbHBIX aKTOB IO BOIpoOcaM o00pabOTKH
NEPCOHANIBHBIX IAHHBIX;



®IIPUMEHEHUE OPraHU3allMOHHBIX U TEXHUYECKUX Mep IO 00ecledyeHHUI0 0e301MacHOCTH
NEPCOHANBHBIX JAHHBIX B COOTBETCTBMM CO cTarbei 19 DenepanbHOro 3akoHa OT
27.07.2006 Nel152-®3 «O nepcoHanbHbIX JaHHBIX);

®BBINIOJTHEHNE TPEOOBAHUI 110 COCTAaBY U COJEPKAHUIO OPraHU3ALlMOHHBIX U TEXHUUECKUX
Mep 1o obecredyeHuto 0e30MacHOCTH MEePCOHAIBHBIX JAaHHBIX NMPH MX 00paboTke B
MH(POPMALMOHHBIX CHCTEMaX NEePCOHANBHBIX JaHHBIX YTBEPKACHHBIX [lpukazom
OCTOK Poccun or 18.02.2013Ne 21 «OO06 yTBEep)KIECHUU COCTaBa U COJCPIKAHHS
OpPraHM3allMOHHBIX M TEXHHYECKUX Mep M0 oOecledeHno 0e30MacHOoCTH
MEPCOHANBHBIX JAHHBIX TPU HX 00paboTKe B HH(OPMALMOHHBIX CHCTEMax
NEPCOHANIBHBIX 1aHHBIX);

eo3HaKOMJIEHHE pabOTHUKOB IIIKOJBI, HEMOCPEICTBEHHO OCYIIECTBISIOIUX 00paboOTKyY
MEePCOHAIBHBIX TAHHBIX, C MOJOKEHUAMH 3aKOHOIaTeNbcTBa Poccuiickorn denepannn
O TEepPCOHANbHBIX JAaHHBIX, B TOM YHCJIE TPEeOOBAHUSAMHM K 3aLIUTE NEPCOHAIBHBIX
JAHHBIX, JOKYMEHTaMH, OnpeaessomuMu  TpedoBanus Ilkonsl B OTHOIIEHUH
00pabOTKH TEPCOHATBHBIX JaHHBIX W OOydeHHWe, P HEOOXOAMMOCTH, YKa3aHHBIX
pabOTHHKOB.

ObecneueHne 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX JIOCTUTAETCS, B YACTHOCTHU

eONpEACIICHNEM Yrpo3 © HapyImIUTeNed Oe30MacHOCTH TEPCOHANBHBIX JTaHHBIX
pu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX I1€PCOHABHBIX JaHHbIX;

®ONpECTICHNEM YPOBHS 3all[MIIEHHOCTH TIEPCOHANBHBIX JAHHBIX B COOTBETCTBUU
¢ TpeboBanmsimu [loctanoBnenus IlpaBurenbctBa Poccuiickori ®enepamuu ot
01.11.2012 Nel119 «OO06 yTBepkIeHUM TpeOOBaHUMN K 3aIIUTE NEPCOHANBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JTaHHBIX),

®IIPUMEHEHUEM IMPOLIECJIINX B YCTAaHOBJICHHOM IOpPAJKE HPOLELYypy OLEHKH
COOTBETCTBUS CPEJICTB 3alUTH HH(OpMAIIH;

®O1IeHKON A()(HEKTUBHOCTH MPUHUMAEMBIX MEp 10 3allUTe MEPCOHATBHBIX TAaHHBIX 10
BBO/Ia B 3KCIITyaTallli0 HH(OPMAILIMOHHON CUCTEMbI IEPCOHATIBHBIX JaHHbIX;

®BOCCTAHOBJICHHEM NEPCOHANBHBIX JTAaHHBIX, BCJIEJICTBHE MONTyYeHH S
HECAaHKIIMOHUPOBAHHOTO AOCTYIA K HAM;

®YCTAHOBJICHUEM IpaBWJI JOCTyHa K MEPCOHAJIbHBIM JaHHBIM, 00pabaThIBaeMbIM
B WH(MOPMALMOHHBIX CHCTEMaX NEPCOHANBHBIX ITaHHBIX, a TaKXKe OOecleYeHrneM
pEerucTpanyy U ydera BcexX IeHCTBHMH, COBEPIIAEMBIX C NEPCOHATbHBIMU JTAaHHBIMH B
MH(POPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX;

®KOHTPOJIEM 3a TPUHUMAEMBIMH MEpaMH [0 3alIUTe TIEePCOHATBHBIX JAaHHBIX |
OIIPEJEIIEHHOI'0 YPOBHS 3alUILEHHOCTH HH(OPMALIMOHHBIX CUCTEMAX MEPCOHATIbHBIX
JIAHHBIX B MPOLIECCE €€ IKCIUTYaTallHH.

5 OCHOBHBIE TPEBOBAHUAA K TIPONECCAM OBECHHEYEHMSI
NHO®OPMAIIMOHHOH BE3OITACHOCTH

MeTtoandeckoe pyKOBOJCTBO, pa3padOTKy pelIeHUH Mo 3aluTe HHPOPMAIIHH, COTIACOBAHUE
BbIOOpA CPEACTB BBIUMUCIUTENBHOM TEXHHUKH, IPOrPAaMMHBIX M IIPOrPaMMHO-AIIAPaTHBIX CPEJICTB
3aIUThl UH(OPMAIIMK, OPTaHHU3AIMI0 PAa0dOT IO BBIABICHUIO BO3MOXKHOCTEH M MPEIyNpPEiKICHUIO
yT€YKH CBOKMCTB 3amuiiaeMod WHGOpPMAIMU, AaTTeCTalli0 OOBEKTOB HMH(OpPMATHU3ALUU
OCYLIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIe ntoapasaenenus [koust.

dusnyeckas 6e30MaCHOCTD

[IpuHATBHIE OpraHU3allUOHHBIE M TEXHUYECKHME Mepbl Mo 3amuTe nomemenuil lkonsl,
CEpBEPHOr0 M KOMMYTAI[MOHHOTO OOOpYAOBaHHS, aBTOMATH3UPOBAHHBIX pPabOYMX MECT
nosib3oBaTenel napopMannoHHbix cucteM lllkoma obecrneunBaroT peaqu3aiuio CISAYIOIUX Mep
0.

®pa3rpaHUUCHUI0 JIOCTyMa paboTHUKOB B momemieHus Illkoma B cOOTBETCTBUU C UX
MOJTHOMOYMSAMH U TOTKHOCTHEIMU O0SI3aHHOCTSIMH;



epeructpanuu (HakToB BXoJa paOOTHUKOB B MOMEHICHHUS B KOTOPBIX BeAeTcs oOpaboTka
MEePCOHANBHBIX JIaHHBIX;

®KOHTPOJIIMPYEMOMY TPEOBIBAHHUIO TIOCTOPOHHMX JiHIl B [1IkoJIe B MOMENIeHNsI, B KOTOPBIX
BeZeTcsl 00paboTka MH(OPMALIUK OTPAaHMYEHHOT0 IOCTYIA M pa3MEIeHBI anfapaTHbIe
cpeacTBa MH(POPMAIIMOHHON CHCTEMBI;

eOpraHu3allik  pPEeKHMa KOHTPOJUPYEMOI'0 BHOCA/BBIHOCA  CPEACTB  00pabOTKH
nHdopmanuu.

[Tomemenuss Llkombl AOMWKHBI OBITH  OOOPYAOBAaHBI JETEKTOpPaMHU OTHS M JbIMa,
OTHETYIIUTENSIMH, CHCTEMaMH KOHAWIIMOHUPOBAHUS BO3IyXa, CPEICTBAMH OXpaHHO-TIOXKAPHOU
CUTHAJN3allUH.

OcHOBHOE cepBepHOE U KOMMYTalMoHHOe obopymoBanue [1Ikombl JOMKHO OBITH 3alIUIIEHO
OoT mepeboeB B IMOAAYE 3JEKTPOIHEPTUU IYTEM IMOAKIIOUYEHUS K DJIEKTPOCETH C MPUMEHEHHEM
WCTOYHUKOB OecrepeOOMHOr0 TUTaHUS H  PE3EpPBHOIO  JU3eNb-TeHeparopa. McTouyHuku
OecriepeOOIHOr0 MUTaHUsI HEOOXOAUMO PEryJISpHO TECTUPOBATH M MPOBEPATH YIOITHOMOYECHHBIM
pabotHukam I1IKOIBI B COOTBETCTBUH C PEKOMEHIAIMSIMHA TTPOH3BOTUTEIIS.

[lopTaTuBHBIE TEXHMYECKHE CpPEJICTBA HE JODKHBI OCTaBaThCs 3a  Ipelejamu
KOHTpoaupyeMoii 30HbI L1Ikoibl 6€3 KOHTpoIIs co cTopoHbI paboTHUKOB [lIKoIa.

Be3onacHocTs Ha paGodyem MecTe

3anperiaercss BECTH 3alUCh Mapojie B OTKPHITOM BHJE HAa MaTEpHATbHBIX HOCUTEISX,
32 UCKJIIOUCHHEM CITy4aeB, perjJaMeHTHPOBAHHBIX METOI0B XPAHEHUSI.

JIOKyMEHTBl M HOCUTENH ¢ HH(OpMAIMedl OrpaHWYeHHOrO JOCTYyNa IOJDKHBI YOHpaThCs
B omeyaTbiBaeMbie MecTa (ceiidbl, mkadpl W T.OI.), OpH yXoJae ¢ pabodyero Mecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonmp3oBarens pabouas ceccusi JoKHA OBITH MPEpBaHa,
paboumii cronm 3abmokMpoBaH. Bxon monb3o0BaTeNs B CHUCTEMY HE JOJDKEH BBITOIHATHCS
aBTOMATHUYECKH.

JIokyMeHTBI, copaep:kamue WH(POpMAlMI0 OrpaHHYEHHOrO JOCTYMA, JOJDKHBI —Ccpasy
M3BIMATBCS U3 MEYaTAIONIMX YCTPOMCTB. /sl yTwimM3anuu KOH(UAECHIMAIBHBIX JOKYMEHTOB,
JIOJDKHBI  MICTIONIB30BAThCS  YHUUTOXKUTENM JOKYMEHTOB HE HIDKE 4 YpOBHS 1O CTaHIAPTY
0€30I1acHOCTH, TPUMEHIEMOMY K YHUUTOKUTEISIM JTOKYMEHTOB.

[Ipy wWCHoONBb30BaHMM MOOWIBHBIX TEXHHYECKHX CPEICTB HEOOXOAMMO COOMI0AATh
JIOTIOJTHATENBHBIE MEPhl 10 PErjaMEHTAllMd W KOHTPOJIO HCIIONB30BaHMS B HH(OpMAIMOHHON
cUCTeMe MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

Haxoxxnenue mnpeacTaBUTENeH IOPUAWYECKUX JUI[ B PAaMKaX HCIOJIHEHUS JIOTOBOPHBIX
0053aTelIbCTB B TOMEIIEHUAX B KOTOPBIX BeaeTcs o0paboTka HHQpOpMAIMK OrpaHMYEHHOTO
J0CTyNa UHPOPMAIIMOHHOW CHCTEMBbI, BO3MOXKHO TOJIBKO B COMPOBOXACHUU paboTHHKA IlIkombl
JOMYIIEHHOr0 10 00pabOTKU TaKOi MH(pOPMALIUH.

PasMemienne TEXHMYECKHMX CpENCTB BBIBOJa WHGopManmuu B momenieHusx LIkomsr
MPOU3BOJUTCS C YYETOM HCKIIOUEHUS BO3MOXKHOCTH BH3YaJbHOTO IPOCMOTpa HH(MOpMaluu
MIOCTOPOHHUMH JIMIIAMU M paOOTHUKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHOM HH(OopMaIieH.

TexHuueckre cpeAcTBa JODKHBI pPa3MEMIaThCS W XPAaHUThCS TAaKUM 00pa3oM, YTOOBI
COKpAaTUTh BO3MOKHBIM PUCK OBPEXKACHUS U YIPO3bl HECAHKIIMOHUPOBAHHOI'O JOCTYTIA.

Texnuveckoe 00cay;kuBanue 000pyA0BaAHHA

Texuuueckue cpenacrBa ILlkonapl AOKHBI NPOXOAUTH HA PETYISPHOM OCHOBE CEPBHCHOE
00CITy’kKMBaHUE B COOTBETCTBUHU C PEKOMEHAALUSIMU ITPOU3BOUTENIEH 000PYIOBAHHUS.

PeMOHT U cepBHCHOE OOCITy)XMBaHHE OOOPYJOBAHMS JIOJDKHBI BBINOJHATHCS TOJBKO
KBaJTM(UIIMPOBAHHBIMU CIIEHUAINCTAMHU.

Texnuueckoe o00cnyXuBaHHEe OOOPYIOBAaHUS CTOPOHHUMH OPTraHU3ALMSIMH HE JODKHO
MPUBOJUTH K PUCKY HapyIIEHUs KOH(UIECHIIMAIBHOCTH 3alIUIaeMOl HH(GOpMAIUH.

B3aumozaeiicTBHe ¢ TPeTbUMH JTULAMH

B mensax oGecneuenuss mHpopmamnmonnor Oe3omacHoctr I[llkonma mpu B3auMOACHCTBUU
C TPETHUMH JIMIIAMU JIOJKHA BBITOIHSTH CIEAYIOIINE MEPONIPUSATHUS TIO:

®3AKITIOUEHHIO COTJIAIIEHUSI O HEepasTJameHnH HH(OpMaluKu OrpaHUMYEHHOrO JOCTYyIa
MOJIyYEHHOW B X0JI€ UCIIOJIHEHUS JOTOBOPHBIX 0053aTEIbCTB;



®OCYIIECTBICHUIO KOHTPOJIS 3a ACUCTBUSMHU IPEICTABUTENICH KOHTPAreHTOB B Mpelenax
KOHTponupyeMmon 30Hs!I IlIkoia.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHGOPMALHOHHBIX CHCTEM

Meponpustust B Ipolecce KU3HEHHOro UKJIa HHPOpMaMOHHBIX cucteM IIKonbl qomKHBI
OBbITH HaIlpaBJICHb Ha OoOecleyeHre 3aluThl HHPOpPMALUU MPH BBOJE BJIECWCTBUE, SKCILTyaTalllH,
COIIPOBOX/IEHUH U MOJIEPHU3ALIMH, BBIBO/IA U3 HKCILTyaTall1H.

OcHoBaHueM Ipu pa3paboTke HH(OPMALMOHHBIX CHCTEM JOJKHBI SBJISATHCS PELICHUS
NpUHATBIE Ha CTaAuKd (GOPMUPOBAaHUS TpeOOBAaHUHM, cojepxkalue TpeOOBaHUS B TOM YHUCIIE
10 CHCTEME 3aIUThl HHPOPMAIUH.

JIro60e miaHupyeMoe K BHEAPEHUIO U3MEHEHNE UHPOPMAIIMIOHHONW CUCTEMBI IIPEIBAPUTEILHO
JNOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3alIUThI HH()OPMAIIHH.

PaGotel mo MonepHH3anuu HHGOPMAIIMOHHOM CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
IpOrpaMMHOro odecrieueHus: 1 0OHOBJICHUMN, TOJDKHBI TPOBOAUTHCA B Hepabouee BpeMsl 1M BpeMs
HauMeHbIIel pabodeil Harpy3Ku.

[Ipn BbIBOJE U3 OKCIUIyaTallud HWHQPOPMAMOHHBIX CHCTEM JOKHO 00€CleuynBaThCs
rapaHTUPOBaHHOE yaajieHHue o0padaThiBaeMOI U XpaHUMOM B HUX MHGOPMAIINH C HCIIONIb30BAaHHEM
CPEACTB TapaHTHUPOBAHHOTO YHHUYTOXEHHUS MH(POPMALUMU WU IyTeM (HU3UYECKOr0 YHUUYTOKECHUS
HOCHUTEJIeH HH(POPMAIIUH.

Bce mpouenypsl oOecnedeHus 3amuThl  MH(Opmauuu, ycraHoBieHHble B Illkomne
B OTHOLICHMHM WH(POPMALMOHHBIX CHCTEM, JOJDKHBI BBIIOJHATHCS M KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMU JIMI[aMH 32 OPTaHU3ALMI0 padOT MO 3aIUTe UHPOPMALIUH.

KoHTpoab 1ocTyna Kk ”H(PpOPMAIMOHHBIM CHCTEMaM

Bce pabGornuku Illkona, momymieHHble K paboTe ¢ MH()OPMAIMOHHBIMH CHCTEMaMH HECYT
NEPCOHAIILHYIO  OTBETCTBEHHOCTh 32 HApYIIEHUs YCTAaHOBJIEHHOI'O TIOpsSAKa 0OpabOTKH
nH(pOpMaIuu.

YpoBeHb TOMHOMOYHMI mMoONb30BaTenss B HH(popmanuoHHOW cucteme Illkombl pomkeH
OIIPEIEIIATHCS B COOTBETCTBUHU C €T'0 JOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

JlocTyn nomnp3oBateneld kK HHGOpMAIMOHHBIM cucTteMaM IIIKomnbl 10/KeH KOHTPOIUpPOBaThHCS
aJIMUHUCTPATOPOM MH(OPMAIIMOHHON CUCTEMBI.

OcyliecTBIEHNE PETYISIPHOTO KOHTPOJISL BBIINOJIHEHUS OPTaHU3allMOHHO-PAacoOpsAUTENbHBIX
JIOKYMEHTOB, KacaroIIMXCsl perjaMeHTanuu jonycka pabotHukoB [llkoma k HHpOpMaLMOHHBIM
CUCTEMAaM.

HNpentuduranus u ayreHTuGuKaus

Hoctyn monb3oBatenedl kK WH(OOPMAIMOHHBIM CHCTEMaM JIOJDKEH TMPETOCTABIATHCS TOIBKO
1ocje YCHEIIHOT o 3aBepIlieHrs ACHTU(DUKAIINY, ayTeHTU(PUKAIIH.

[Tony4yenue mnosnb30BaTeNieM HMMEHHM B HMH(OPMAIIMOHHON CHUCTEME U Mapois, KOTOpbIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHOW CUCTEME, JIOJKHO OCYIIECTBISTHCS 1O MPEICTABICHUIO
PYKOBOJIUTENSL CTPYKTYPHOI'O ITOAPA3AEICHUS.

YnpasJjieHue 10CTyIIOM

B IlIkone MOMKHO OCYIIECTBISTHCS YHPABICHHE IOCTYNOM K HMH()OPMAIIMOHHOW CHUCTEME
MOCPEACTBOM peajn3aluid HEOOXOJMMBIX METOAOB, THUIIOB W MPaBUJ pa3rpaHUyYeHHs] JOCTYIa
MOJIb30BATENSIM MH(POPMALIMOHHONW cHcTeMbl. B ToM uucne obecriedeH 3alUIeHHbIN yaaleHHbINH
JIOCTYH CyOBEKTOB JOCTynma K OOBEKTaM JOCTyla 4epe3 BHEIIHHE WH(OPMALUOHHO-
TEJIEKOMMYHHUKALIMOHHBIE CETH.

Perucrpanusi coobrTnii

B  Illkone  momKHA  OCYMIECTBISITBCS ~ PETHCTPAIlMM  COOBITHH  0e30macHOCTH
Ha BCeX KOMIOHEHTaX HH@opMauuoHHBIX cucteM Illkoma, B KOTOpbIX oOpaOaThIBacTCA
3amuiaeMas uHpopMarus.

AHTHBHPYCHAS 3aIIMTA

B umensix oOHapyXeHHS M YCTpaHEHHUsS BpEIOHOCHBIX mporpamm B Illkone qomkHBI
UCIIOJIB30BAThCS CPEACTBA AaHTUBUPYCHOM 3aIIUTHI HH(POPMAIIHH.



OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alIUThl HMH(OpMaMM TOJKHA
nojiexkarte Jobas uHpopMaius (TEKCTOBbIe (Qailnbl m00bIX (QopmaroB, (aiasl JaHHBIX,
UCTONHAEMbIe (aiibl), Tonydaemas W TepefaBaeMas IO JIOKAIbHOH BBIYUCIUTENBHON CEeTH
B TOM 4YHCJ€ U CETAM OOIIEro Mojib30BaHUs, a Takke MH(OpMalus, XpaHHMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMAIIHH.

IIpu ycTaHOBKE MPOrpaMMHOIO oOOecreueHHs] MM ero OOHOBJIEHHMS Ha CEBEpHOE
0o0opy/l0BaHUE JIOJDKHA AaBTOMAaTUYECKH BBINOJHSITHCS IPEABAPUTENIbHAS IPOBEPKA JAHHOIO
IIPOrpaMMHOTr0 00ecrieueH st Ha OTCYTCTBHE BPEIOHOCHOI'O IPOrPaMMHOI0 00€CIeUCHHUS.

OOHoBneHne 6a3 cUrHATyp AJsl CPEACTBAa AHTUBHUPYCHOHM 3allUThl MH(POPMAIUH JIOJKHBI
OOHOBJIATHCS €KEIHEBHO.

ITonb3oBarenu oe3 paB aJIMUHUCTpaTopa HH(pOpMaL¥OHHOMN CHCTEMBI
[Ikonel HE AOJMKHBI UMETh BO3MOXKHOCTH IMOJMYYEHHs JOCTyNa K KOH(UTypaluu aHTUBUPYCHOTO
CpEICTBA 3aIMUThI UJIM €T0 OTKIIOUYEHHUSI.

KoHTpoJib 3a1111IEHHOCTH I1epCOHAIBHBIX JAHHBIX

B mensx MCKIIOYEHMs SKCIUTyaTallUM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOKHBI
MPOBOIUTCA pPAaOOTHI 1O BBIABICHUIO, aHATU3Y YSI3BUMOCTEH HMH(POPMAIIMOHHONH CHCTEMBI
U OINEpaTHMBHOE YCTPAHEHUE BHOBb BBIIBIECHHBIX YyA3BUMOCTeH. B TOM wumcne opranusanus
KOHTPOJSI YCTAaHOBKM OOHOBJIEHHS HPOrPaMMHOIO OOECHEYEHHUs] BKIJIIOYas CpPEACTB 3alllUThl
uH(pOpMaLUH.

Hcnonb30BaHue NPOrpaMMHOIO odecredyeHust

Bri6op nporpaMmHoro obecredeHus Al MPOU3BOJCTBEHHBIX HYXK] JTOJKEH IMPOU3BOJUTHCS
B IIPUOPUTETE K OTECUECTBEHHOMY, BHECEHHOrO B ENMHBIA peecTp POCCUMCKUX IIPOrpaMM s
JJIEKTPOHHBIX BBIYMCIUTENbHBIX MallMH U 0a3 naHHbIX. B cioyuyae orcyrcrBus ananora B EnuHom
peecTpe  pPOCCUHCKHMX  HpOrpaMM sl OJEKTPOHHBIX  BBIYMCIUTENBHBIX  MAIIUH
u 0a3 [aHHBIX JIOMYCKAeTCS HCIONb30BaTh MPOTPaMMHOIO  OOECIeueHHEe HMMIIOPTHOIO
IIPOU3BOJICTBA.

Hcnonb30BaHue CpeacTB KPUNITOrpaduieckoii 3amuThl HHPOPpMaAIUU

Obecnieuenne 3amuThl HHGOPMALIUK OPAaHUUYEHHOTO JOCTYIA OT PACKPBITHUS, MOJU(PHUKALINN
U HaBs3blBaHMs (BBOJAa JIOKHOM HH(popmauuu) mpu ee nepefaue (IMOArOTOBKE K Iepesaue)
[0 KaHajaM CBsI3M, MMEIOIIMM BBIXOJA 3a IMpejaeibl KOHTPOJIMPYEMOW 30HBI oOOecreyrBaeTcs
MIPUMEHEHHEM CPEACTB KpUNITOrpaduyeckoi 3amuThl THPOPMAIUH.

[Tpuobperenue cpenctB kpunrorpaduyeckoit 3ammtel nHGopMmaru [Ikona ocymiecTisiercs
Ha OCHOBAHWH JOTOBOPOB M KOHTPAKTOB C JIMIIAMH MUMEIOIIMMHU JeicTByromyto JuieH3no OCh
Poccun Ha ocymiecTBiIeHHE EATENbHOCTH IO pa3paboTKe, MPOM3BOJCTBY, PACHPOCTPAHEHUIO
1 (poBaTbHBIX (kpunTorpaguuecKux) CPEICTB, MH(POPMALMOHHBIX CUCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOIb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpadMUecKux) CpPeJCTB, BBHINOIHEHHIO paboT, OKa3aHHUIO YCIYr B 00JacTH IIU(pOBAHUS
WH(POPMALIUK, TEXHUYECKOMY OOCIYKUBAHHIO IIH(PPOBATIBHBIX (KpUNTOrpapuuecKux) CpEICTB,
HH(}OpMaIM OHHBIXCUCTEMUTEIEKOMMYHU KA OHHBIXCUCTEM,3aIIUIIIEHHBIXCUCITOIb30BAaHUEM
mu(poBaIbHBIX (KpUNTOrpagUUecKnx) CpeAcTB (3a MCKIIOYEHUEM Cllydas, €ClId TEeXHUYECKOoe
obcnmyxuBaHue MHU(PPOBANBHBIX (KpUOTOrpapuuecKux) CpencTB, HHGOPMALMOHHBIX CHCTEM
U TEIEKOMMYHHKAIlMOHHBIX CHUCTEM, 3alUIICHHBIX C HCIIOJIb30BaHWEM MM POBAIbHbBIX
(kpunTorpadMUecKux) CpeICTB, OCYLIECTBISAETCS Ui 0OOecledeHUs COOCTBEHHBIX HYX]
IOPUMYECKOT0 JIMIA WK UHAUBUAYAIBHOT O IPEIPUHUMATES).

Hcnonb3oBanne 31eKTPOHHOM NMOYTHI

DOJeKTpoHHasl MoYTa JOJDKHA Hcnonb3oBaThes B Illkonme ¢ menpio opraHu3anuu oOMeHa
JJNIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy paOOTHUKaMH U CcyObeKkTamMu HH(DOPMAITMOHHON
0€e30IacHOCTH.

ITpu ncnonb30BaHUM TEKTPOHHOM MMOYTHI 3alIpEeLIaeTCs:

®IIPEIOCTABICHUE JOCTYIIA K 3JIEKTPOHHOM IIOYTE C HCIIOJIb30BAHHUEM JaHHBIX CBOEH
YUETHOM 3alKCcH TPETbUM JIHUIIaM;



®OTKpHITHE (3alyCK Ha BBINOJHEHHE) (ailyioB, MOJYYEHHBIX IO 3JIGKTPOHHOM IMO4YTe
WK U3 pecypcoB ceT MHTepHeT, 0e3 mpeaBapuTeIbHON MPOBEPKU UX AaHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.
Padorta B ceTsix 00111€r0 MOJIL30BAHUSA
[Ikomna ocraiseT 3a coOoi MpaBo OJOKUPOBATH MM OTPAHUYUBATH JOCTYN PAOOTHUKAM K
CETSIM CBSI3U OOILEro MOJIb30BaHus, B TOM uucie cetu MHTepHeT, conepkaHle KOTOPhIX HE UMEET
OTHOILIEHUS K UCTIOJIHEHUIO JOKHOCTHBIX O0S3aHHOCTEH, a TakKe K MH(POPMAIMOHHBIM pecypcam,
COJIep)KaHWE M  HANpaBIEHHOCTh KOTOPBIX 3alpelieHbl 3aKOHOJATelIbcTBOM  Poccuiickoit
®denepanuu.
[Tpu ncnonb3oBannu cetu MHTEPHET 3aMpeIieHo:
®1ICTIONB30BaTh HECAHKIIMOHWPOBAHHBIE MPOrPAMMHBIE W MPOrPaMMHO-AINIapaTHbIC
CpEICTBa, TIO3BOJISIOLIME TIONYYUTh HECAHKUMOHUPOBAHHBIN JOCTYm K CETH
HNutepner;
eITyOJIMKOBATH, 3arPy’KaTh M PAaCHPOCTPAHITh MaTEpHUaIbl COJCpPIKAIINE HEIOCTOBEPHYIO
undopmaruto o llkone, a Takxe danpcudunupoats cBoi [P-aapec.
Pe3epBHOe KOMUPOBaHMeE U BOCCTAHOBJIEHHE TAHHBIX
OcymiecTBieHNnE PE3EPBHOIO KOMUPOBAHUS JODKHO OCYIIECTBIISTBCS IS
nHpopmaruu  oOpabaTeiBacMOl Ha (alIOBOM cepBepe W  CepBepe MPWIOKCHUH,
UH(GOPMAIIMOHHOIN CUCTEMBI,;
paboynx MecT aAMUHUCTPATOPOB HH(POPMAITIOHHON CUCTEMBI.
YacTota M pEeXUM pPE3EPBHOTO KOMHPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, 4YTOOBI
o0ecreunTh MUHUMAIIbHYIO TIOTEPIO IAHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.
Hactpoiika pe3epBHOr0 KOMHPOBAHHS U BOCCTAHOBIEHHUS PECYPCOB HMH(OPMAIIMOHHBIX
cucreM llIkomna qOMKHBI TPOBOIUTH YIIOIHOMOYEHHBIE paboTHUKH [1IKkoma.
Pe3epBHOe  KOmuMpoOBaHHWE JOKHO  OCYIIECTBISATHCS B  aBTOMaTUYECKOM  pEKUME
C TPUMEHEHHEM OTEUYECTBEHHOrO CIEUAIN3UPOBAHHOTO CPEACTBA PE3EPBHOIO KOMHPOBAHUS
C JEHCTBYIOIMIMM CEpTU(PHUKATOM COOTBETCTBHS IO TpeOOBaHMSIM O€30MaCHOCTH HH(pOpMAIHH
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUSA K ITIPOHECCAMYIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OIACHOCTBIO

MonuTtopuHr HHGOPMALMOHHOI 0€3011aCHOCTH

Ha nocTosiHHON OCHOBE JOJ)KEH MPOBOIUTHCA KOMIUIEKCHBIM aHaiu3 (yHKIMOHMPOBAHUS
nH(popMannoHHoM cucteMsl LlIkona n Bo3HUKAOMMX COOBITHI MH(OPpMAIMOHHOI 0€30MacHOCTH.

[Ipouiecc MOHMTOpUHTA CHUCTEMbI oOecredeHus MH(POPMAIMOHHOM O€30M1acHOCTH JTOJIKEH
BKJIIOYaTh B c€0sl KOHTPOJIb OPraHM3alMOHHBIX M TEXHUYECKUX Mep MO 3amuTe HHpopmanuy,
aHaJIM3 MapaMeTpoB KOH(PUTYypalluu U HACTPOUKHU CPEJCTB 3alUThI HH(OPMALIUH.

[Ipn mpoBeneHNUN KOHTPOJIBHBIX MEPONPHUATHN, CBA3AHHBIX C OLEHKOW pealu3alud Mep
no 3amure uHpopmanuu B Illkone, ymonHoOMo4YeHHblE PAOOTHUKU [IOJDKHBI IMPHIEPKHUBATHCS
CJIEIYIOIINX MPUHLINIIOB!

eHe HapyuaTh pyHKIHOHUpPOBaHUE esTenbHocTu [lkona,

®/IcliCTBOBATh B COOTBETCTBUU C YTBEP KIECHHBIMHM OPTaHNU3allMOHHO-PACTIOPSIANTENbHBIMU
nokymentamu LlIkomsl o 3amuTe nHpoOpManuy;

®HE CKPbIBaTh (DAKThI BBISIBIEHHBIX COOBITUH MH(POPMALIMOHHOWOE30I1aCHOCTH;

¢0(hOpMIIATH OTYETHI, MOATBEP)KJAIOIIME BBIMOJIHEHHE MEPONPUATHH MO 3aIlIuTe
nHpopmanuu.

Wndopmanus, momydeHHas B XOJA€ IPOBEIEHUS KOHTPOIUPYIOIIUX MEpONpPUATUI
0 JEUCTBUSX, COOBITHSX M MapaMeTpax, MMEIOLIUMX OTHOLIEHME K peaju3alud Mep MO 3alluTe
nH(popMaIuu, MOHKHA KOHCOIUAMPOBATHCS U XPAHUTHCS B MECTax, MCKIIOYAIOMIMX IOJTy4YEHHE
K HEll HECAHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apETUCTPUPOBAHHBIX COOBITUAX HMH(OPMAIIMOHHOM 0€30macHOCTH
JIOJKEH MPOBOJIUTHCS, 110 BO3MOXKHOCTH, C MCHOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA WHLIUJEHTOB



MH(GOPMALMOHHON 0€30MaCHOCTU WIIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKM M ayauTa COOBITUI
B NPOrpaMMHBIX U IPOrPAaMMHO-AMIapaTHBIX CPEJICTBaX, HUCHOJIb3YEMBbIX B HH(OpMAIMOHHOMN
uHopactpykrype llkona.

YnpasJ/ieHue pUCKaMHU

OmnpeneneHne BHYTPEHHUX TpeOOBaHMM MO 3amurTe MH(OpMAlMU, JOKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJACHHS aHaINW3a PHCKOB HApYIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
U1 nHQOpMalMOHHBIX pecypcoB I1Ikobl.

OCHOBOJ OLIEHKH PUCKOB JOJDKHA OBITh OLIEHKA YCIOBUH M (PaKTOPOB, KOTOPbIE MOT'YT CTaTh
OPUYUHON  HApyIIEHUs  [EJOCTHOCTH,  KOH(PHUIEHIMAIbHOCTM U JOCTYMHOCTH  JUIs
MH(POPMAMOHHBIX pecypcoB ILIKombI.

Pe3ynpTaToM mpoBeneHHs aHaIM3a PUCKOB JOJKEH ObITh pa3paOOTaHHBIM KOMIUIEKC MeEp,
HaNpaBJICHHBIX HAa CHIKEHHE BO3MOXKHOI'O HETAaTHMBHOIO BIIMSHUS HAa OCHOBHYIO JEATEIBHOCTH
[ Ikomel pH peamu3aliiy TOH WM HHOW yrpo3bl 0€30macHOCTH MHPOPMALIUU U 00ECIICYNBAIOIINX B
JaTbHEeHIeM JOCTaTOUYHbIM yPOBEHb 3allIMIIEHHOCTH HH(POPMaMOHHBIX cucteM 11Ikombl.

YnpasieHue HHOIHMICHTAMH HHGOPMATHOHHOHI 0€30I1aCHOCTH

Jist obecnievuenus 3(heKTUBHOTO pa3penieHus: MHITUICHTOB HH(POPMAIIMOHHONW 0e30IMacHOCTH
B IlIkone, MUHUMM3ALMK NTOTEPh U YMEHBIICHHSI PUCKA BO3ZHUKHOBEHUS IOBTOPHBIX MHIIMJECHTOB
JIOJDKHO OCYILECTBIISATHCS YIPaBJIeHUE HHIIMICHTaMU UH(POpMaIIMOHHON 6€30acHOCTH.

Jlnst yrpaBieHHss MHUUACHTAMH HMH(OpMAIIMOHHOW O€30MacHOCTH JOJKHA OBITh CO37aHa
cily’k6a MOHUTOPHHIA U PEarMpoBaHUsl HA MHUUAECHTHl MHPOPMAMOHHON 0€30I1aCHOCTH, KOTOpas
MIOCPEJICTBOM KOMILIEKCA CPEJICTB M MEpONpUATUH i cOopa M KOHCONMZAUMKU HHGOpManuu
00 MHIMJIEHTAaxX pelaeT AaHHYI0 3a7ady. B OTHOIIEHWHM Ka)XIO0ro MpPOH3OIIEIIIEr0 MHIUICHTA
paboTHUKaMU U3 CIYKObl MOHUTOPMHIAa M pEarupoBaHUsl Ha WHIUAEHTH MHGOPMAIOHHOM
0€30I1aCHOCTHU JOJIKEH BBIMOJIHATHCS €0 aHajiu3, U pa3paboTka 3(p(EKTUBHBIX MEp pearupoBaHUs
Ha JTAaHHBII MHIUICHT.

Ayaut cucrembl odecrniedyeHrst HHPOPMALMOHHOM 0€30I1aCHOCTH

B nensx oneHku Tekyuiero ypoBHs HH(popmMarmoHHoi 6e3onacHocTH 1Ikonbl Ha perysspHoi
OCHOBE JIOJDKEH NMPOBOANUTHCS ayAUT MHPOPMAITMOHHONW O€30MacHOCTH.

BHyTpeHHue ayauThl JOJDKHBI BBINONHATBCA paboTrHukamu Ilkonsl. B umcno 3anau,
pelaeMbIX IpU IPOBEICHUHY BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 0€301MacHOCTH, BXOIAT:

ecOOp M aHANM3 UCXOAHBIX JAaHHBIX 00 OpPraHU3alMOHHON M (YHKIMOHAIBHON CTPYKTYpe
MH(OPMAIIMOHHBIX CHCTEM, HEOOXOAUMBIX JJIsl OLIEHKH COCTOSIHHS CHCTEMBI 3alllUThI
nH(pOpMaIUu;

®aHAJIM3 YTBEP)KIEHHBIX OPTraHU3allMOHHO-PACIIOPSAUTEIbHBIX JTOKYMEHTOB IO 3aIUTE
nH(popManuu Ha MpeaMeT UX MOJHOTHI U 3(PPEKTUBHOCTH, a Takke (HopMHUpOBaHHE
pEKOMEH AU 10 UX 10paboTKe UM pa3pabOTKU HOBBIX;

e000cHOBaHME (hUHAHCOBOW 3((HEKTUBHOCTH BHOBH NPHUOOPETAEMBIX CPEICTB 3aIlUTHI
nH(pOpMaIUu;

eIIpOBEpPKA TMPABMWJIBHOCTH BBIOOPa W HACTPOMKH CpEACTB 3alIUThl HH()OpMAIUH,
(¢hopMupoBaHrEe NPEUIOKEHUN 10 HCIOJb30BAHUIO HMEIOIIUXCS CPEACTB 3allUThI
uHbOpMaLlMK AN TOBBILIEHHA  YPOBHS  HAAEKHOCTH M 0O€30MacHOCTH
nH(popMaMoHHbIX cucteM L1Ikoisr,

®aHAIM3 OTYETOB IO IPOM3OLICIIIMM HHIMIEHTaM HH(POPMALMOHHONW 0e30macHOCTH
U TIPUHATBIM MEpaM IO MX pa3pelleHuIo.

IloBbIlIEHNE OCBEIOMIIEHHOCTH PA0OTHMKOB

B pamkax opraHuzanuyd = KOMIUIEKCHOTO IPOTHUBOJAEHCTBUS yrpo3aMm 0e€30MacHOCTH
nHbOpMaLUK, HUCXOAAIMUM OT paboTHUKOB IlIkodabl  JOMKHA TOCTOSHHO —IOBBIIATHCA
UX OCBEJJOMJICHHOCTb B OOJIACTH 3aLUTHI UH()OpMAITUH.

[ToBrimenune ocBegoMIeHHOCTH paboTHUKOB IlIkona ocyiecTBiseTcs:

110 cyniecTByomuM B IlIkone opraHn3anMoOHHO-PACTIOPAIUTENBHBIM TOKYMEHTAM;
o110 npuMeHsieMbIM B [lIkone Mepam 3amuTel nHGOpMAIH;
110 NPaBWJILHOMY HUCIIOJIb30BAHUIO CPEJICTB 3aALUTHI HHPOPMAIIIH.



7 3AKJIIOYEHHUE

[Ipn u3mMeHeHHH [eiCTBYIOIIETO 3aKoHoAaTenbcTBa Poccuiickoit @expepanuui B 00IacTH
3amuThl UHQOpPMAIMKM, a TakKe OpraHU3alMOHHO-PACTOPSIUTEILHBIX TOKyMEHTOB IIIKombl
Hacrosamas [lonmuTuka U U3MEHEHUS K HEH MPUMEHSIIOTCS B 4YacTH, HE NPOTHUBOPEYAIECl BHOBb
MPUHATHIM 3aKOHOAATENIbHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JIOKYMEHTaM
[IIxoma.

Bce TpeGoBaHus, yCTaHOBJICHHBIE JCHCTBYIOIIMM 3aKOHOAATEICTBOM Poccuiickoi
®enepanny, MOA3aKOHHBIMU aKTaMU W JOTOBOPHBIMH OTHOLIEHUsIMH, a Takxke mnonaxon Illkoma
K 00€CMEeYeHHI0 COOTBETCTBHSI dTUM TPEOOBAHMSIM JIOMKHBI OBITH SBHBIM 00Opa3oM OINpeAeeHBI,
JIOKYMEHTHUPOBAHBI U TTOJJIEPKUBATHCA B AKTYAJIbHOM COCTOSIHUU.

[IIkomoii B TOPHOPUTETHOM HANPABICHMM JOJDKEH paccMaTpUBaTbCi MEPEXo] Ha
pOrpaMMHOE O0ECIeYeHUEe OTEYECTBEHHOIO MPOM3BOAUTENS, BKIIOUYEHHOI'O B EIUHBIN peecTp
POCCHICKUX TIPOrpamMM JUIsl DJIEKTPOHHBIX BBIYMCIUTEIBHBIX MalluH U 0a3 JaHHBIX. B ToMm uuncrne
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYAOBaHMS M MPOrpaMMHO-aIMapaTHBIX CPEICTB
BKJIIOYEHHBIX B ENUHBIN peecTp pOCCUICKON PaarO3IEKTPOHHON IPOLYKLIMH.

IlepecMmoTp ¥ BHECEHHE U3MEHEHMH B HacTosmyroo llomuTuky ocymiecTBisOTCA
Ha MEPUOJUYECKON U BHEIIAHOBOM OCHOBE.



8 CIIMCOK UCITIOJIb30OBAHHBIX NICTOYHUKOB

1 ®enepanbubiii 3akoH oT 27.07.2006Ne149-®3 «O6 wuHpopmaruu, WHOHOPMAITMOHHBIX
TEXHOJIOTHSIX U O 3alUTe WH()OPMALIUN.

2  ®enpepanbublil 3aK0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHOMN TOAHUCHY.

3 Ilocranonenune IlIpaButenbctBa Poccuiickoit ®eneparuu ot 16.04.2012 No313
«O06 yrBepxaeHnu [TomoxkeHus 0 IMIEH3UPOBAHUM JESITEIBLHOCTH MO pa3pabOoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MH(POBANBHBIX (KPUNTOrpaguUIecKnx) CpeAcTB, MH()OPMALMOHHBIX CHUCTEM
U TEIEKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIU(POBATBHBIX
(xpunTorpadMUECKnX) CPeJCTB, BBHINOIHEHUIO paboT, OKa3aHHUIO YCIYr B OOJIacTH IIU(POBAHUS
nH(POPMALIUK, TEXHHUYECKOMY OOCIY)KMBAaHUIO HIH(PPOBATHHBIX(KPUNTOrPa)UIECKUX) CPEACTB,
MH(OPMAIIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alIUIIEHHBIX C HCIOJIb30BaHUEM
mHu(poBaIbHBIX (KpUNTOrpaguuecknx) CpeAcTB (3a HMCKIIOYEHHUEM Cllydas, €ClId TEeXHUYECKOe
oOcmyxuBaHue MHU(POBANBHBIX (KPUOTOrpaQUUEcKNX) CpEeacTB, HH(POPMAIMOHHBIX CHUCTEM
U TEIEKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIIOJIb30BaHWEM MM POBATIBHBIX
(kpuntorpaduvyecknux) CpeACTB, OCYIIECTBISETCS s OOecleyeHus] COOCTBEHHBIX HYXK]
IOPUAMYECKOT0 JIMIA WK UHAUBUAYAIBHOT O IPEAIPUHUMATEIS )».

4  Tlocranonenue IIpaButenbctBa Poccmiickoit ®enmeparun ot 01.11.2012 Nell19
«O06 yTBepkIeHMH TpeOOBaHHMI K 3alllUTe TMEePCOHANBHBIX MJAaHHBIX MpU HUX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIXY.

5 Ilpukaz @AIICU or 13.06.2001 Nel52 «OO06 yrBepxkaeHun HMHcTpyKImu
00 opraHu3zalu U oOecreuyeHUH Oe30MacHOCTH XpaHeHHUs, 00pabOTKM W Tepenadyd Mo KaHalaM
CBSI3M C HCIIONB30BAHUEM CPEJICTB KPUNTOTrpapuuecKor 3amuThl WHOOPMAIUU C OrpaHUYCHHBIM
JOCTYIIOM, HE COZIeprKallell CBEIEHNH, COCTaBIISIFOIINX FOCYIapCTBEHHYIO TallHY».

6 Ilpukaz @®Cb Poccun ot 09.02.2005 Ne66 «O6 yrBepxknaenuun Ilomoxxenus
0 pa3paboTKe, IPOU3BOACTBE, PEeATH3AINN U IKCIUTyaTalluy MU(POBATBHBIX (KPUNTOrpapUIECKIX)
cpencts 3amuThl nHGopmaruu (I[Monoxenune I[TK3-2005)».

7 IIpukaz ®CTOK Poccun ot 11.02.2013 Ne 17«00 yTBepkaeHHH TpeOOBaHUI O 3aIIuTe
uH(pOpMaLK, HEe COCTABJAIOLICH TOCYJapCTBEHHYIO TaiHy, COAEpIKallelcsi B TOCYIAapCTBEHHBIX
MH(POPMALMOHHBIX CUCTEMAX).

8 IIpuxa3z ®CTIK Poccum ot 18.02.2013 No 21«06 yTBepkKAEHUU COCTaBa U COACPIKAHUS
OpPraHU3aIlMOHHBIX U TEXHHUYECKHX Mep MO 00eCledYeHHI0 0e30MacHOCTH MEepCOHANBHBIX JaHHBIX
IpH UX 00paboTKe B UHPOPMALIMOHHBIX CUCTEMaX MEPCOHATIBHBIX TaHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne378«O06 yrBepxaeHun CocTaBa M COACPIKaHUS
OpPraHU3allMOHHBIX U TEXHUUYECKHX Mep MO 00eCledYeHHI0 0e30MacHOCTH MEePCOHAIBHBIX JaHHBIX
pu UX 00paboTKe B MH(OPMALMOHHBIX CHCTEMaX IEPCOHAIBHBIX JIAHHBIX C HCIIOJIb30BAHUEM
cpenctB  Kpuntorpadguyeckoil  3amuThl  MH(POpManMHM, HEOOXOOUMBIX JJIS  BBIOJHEHUS
ycranoBieHHbIX [IpaButenbctBoM Poccuiickoit Denepanuu TpeOOBaHMA K 3aIUTE MEPCOHATBHBIX
JAHHBIX JUISI KaXKJI0T0 U3 YPOBHEW 3alllUILIEHHOCTI.

10 TOCT P 51624-2000 «3ammura wuHpOpMAIIMA. ABTOMATHU3UPOBAHHBIC CHCTEMBI
B 3alMIIEHHOM HcnoinHeHuu. O0imue TpeOoBaHu».

11 TOCTP51898-2002«Acnektsl 6e3onacHOCTH. [IpaBuia BKIIOUEHUS B CTAHIAPTHIY.

12 TOCT P 50.1.056-2005 «Texnuueckas 3amurta uHpopmaruu. OCHOBHBIE TEPMHHBI
U OIIPENETICHUS.

13 T'OCT P UCO/M3K 27001-2006 «MudpopmarmonHast TeXHOIOTHs. METOABI U CPEACTBa
6e3onacHocTH. CUCTEMBI MEHEDKMEHTa HH(popManmoHHOM O0e30macHocTr. TpeOoBaHms».

14 TOCT P 50922-2006 «3amuTa nadopmary. OCHOBHbIE TEPMUHBI U ONPEICICHUS .

15 TOCT P 51275-2006 «3ammurta uHpopmammu. OO0bekT wmHPOpMaTH3ammu. DakTopH,
BO3elcTBYIONME HAa HH(DopMalnio. O0IIKe MOT0KEHUSD.

16 TOCT P UCO/MBK TO 13335-5-2006 «MudpopmanroHHass TEXHOIOTHS. MeTOob
U cpejcTBa obecrieueHuss OezomacHocTH. YacTh 5. PyKoBOJICTBO 1O MEHEIKMEHTY 0€30MacHOCTH
CeTH».



17 TOCT P HCO/TO 13569-2007 «®PunaHcOBble  yciIyrd. Pexomenmanuu
10 HH(POPMAIIMOHHOK 0€30MTacHOCTHY.

18 T'OCT P UCO/M3K 27005-2010 «Mupopmanmonnast TexHomaorus. MeToasl U CpeacTBa
oOecrieueHust 6€30MacHOCTH. MEeHEePKMEHT prucka WHGOPMAIMOHHON 6€30MacHOCTH.

19 TOCT P UCO/MDK 27004-2021 «1udpopManimoHHas TeXHOJIOTHs. MeETObl U CpPeICTBA
obecrieueHust Oe30macHOCTH. MeHeKMEHT HH(POPMaIMOHHONH 0e30MmacHOCTH. MOHHUTOpPUHT,
OlIEHKA 3aIIUIICHHOCTH, aHAJIN3 U OIICHUBAHUE.

20 T'OCT P 51897-2021 «MenemkMeHT pucka. TepMUHBI U ONPEEICHU.

21 TOCT P 52069.0-2013 «3ammura wunpopmanuu. Cucrema crangaptoB. OCHOBHBIE
TTOJIOXKEHUSD».

22 Konnenmus UH(POPMAITMOHHON 0e30macHOCTH UCTIOJTHUTEITbHBIX OpraHoB
rocynapctBeHHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

Onepatop 540 000 "Komnanus "TeHsop"
[JOKYMEHT MOAMUCAH 3MEKTPOHHOM NMOAMMUCHIO

rTOCYAAPCTBEHHOE BHODKETHOE OBLLIEOBPA3OBATEJIbHOE 19.06.23 12:45 (MSK) Ceptudukat 5588C3C92E178787C32C763FAABAELIDB
YYPEXXAEHUE CPEHAA OBLLLEEOBPA3SOBATEJIbHASA LLKOJIA N2 53

MPUMOPCKOIO PAOHA CAHKT-MNETEPBYPIA, MakciMosa Enera OnerosHa,

[AvipekTop
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